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This manual will provide assastce in setting up-Yiew Video Verification functionality based on sensor
events configured in thenterlogix truVision 11c It is not a refacement for the excellenhanuals for the
interlogix truVision 11cwhich carbe downloaded from theisite at
http://www.interlogix.com/video/product/truvisiondvr-11/.



Introduction

Once the DVR has been set up it is ready to be tested Witw. The following illustration shows the path of two
message flows comprisig t ypi cal “ Vi deo Veri fication” scenari o:

1-3-An onsite alarm event'’ c a u s\desy Nawrsyst8rvl TTRe alare) eVverd ig e
usually the result of a simple contact closure wired into the back panel of the DVR.

4,5-The resultingnessage pathVi ew i niti ates upon receipt of the
‘“post alarm video associated with the alarm even
not less than 3 and normally about 10 on either adi¢he alarm condition that initiates the sequence.

The user can view one or more c¢ons e cVietwv Noweortal Vieearcell pronege n t
or a PC or tablet device’'s browmere “Wi vh ¥aetwstl fpri
associated with the DVR that generated the SMTP alarm.

truVision DVR 11c Alarm Path Flow Example to I-VIEW N@W
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Workflow

The followingsteps describe a high lewsbrkflow to be followed in order to properly configure and install a truVision
DVR 11c to work with\Yiew Now. Subsequent sections will provideore detail oneach step outlined here.

1. Network Setup Configurethe DVR andouter/firewall at the sitesothe DVRcan connect to thenternet.
RouterFirewallinstructions will vary by locain, manufacturerand site LAN configurationin addition, dita
from this stepneeds to be inputrito the Fviewnow.com portal, such as the External lRiessfor the sitg as
wellast h e “ CI .i Bhase ardPneaedsdrytbat the FView Nowportalc an gain access to
Views” and retrieving vi de oFifalylaistatic IP mastsbe available forettle w i
DVR on site which the routevill send {View requests to as well as services on specific ports.

2. Configure SMTP emaiThis will be used to communicate alerts and alarms\@elv Now The SMTP server and
SMTP I D provided on t hobtairfed from theeMielwrewcord@ottahis a n¥¢essakydoh e e

this step.

3. User Setup Change the default administratbrogi n password from | 1\2e3vdNow t o
will be using this password to log into the device o gr ammat i cal ly f or . Asiswhe Vi
View Nowrecommendsu s i ng t he suggested pass worlflapasswordtorghe” | n

admin account on the DVR differs from the one providadhe worksheetthis needs to be communicated to |
Viewadministratorsin orderto update the database.
4. Alarm Input SetupThe technician will configurgarm inputs on the back of the DVR to perform two actions:
1. Trigger recording on all connectedmeras
2. Send SMTRemail)alertsto I-View Nowwhen an alarm event occurs

5. Recording Seip: The DVR cabe set to record by schedule or by events. Event recorfilorg alarm inputs is
the recommended approach foiMiew Now although other modes, such as motion detection, are possible with
some caveatsThese are described in more detaikims section.

6. Configure View Now Entry DelayEntry delay is configured through th¥iew Now portal.

7. Test Here you will test the individual inputs on the DVR as they are connected to your alarm panel relays or
other input devices. It is recommendéuht you test all inputs for functionality and to ensure the proper
workflow is configured within the-Viewnow.com portal.

8. Trouble ShootingThis section is provided to help the technician troubleshoot common problems encountered
while installingthis paticular type of DVR.



Installation Worksheet

The View Now Portal Installation Worksheet is created after entering the DVR make and model into the system. A
portion of an example worksheet is printed below. This sheet should be generated from the system before attempting
to set up the site for intgration with FView as it enables setup of the DVR onsite login and password as well as the
means to send SMTP messages back to-¥fiew Now server. There is a place on the form for recording the Location IP
Address which is the external IP address usedhe router at the site facing the Internet. In addition the ports on the
external router that will be forwarded to the DVR should be noted on this form. This information needs to be input into
the i-viewnow.com system so it will know the externabldiress and ports used to communicate from the site through
the router at the site and onto the DVR.

DVR/NVR #1: Honeywell HRDP

SMTP Account ID: example@iviewnow.com DVR Usemame: admin
SMTP Server ID iviewnow.com DVR Password 1111
SMTP Server Port 3480

Location IP Address: 24.234.157.232 (example)

Device Port Number 445 (example)

Device Port Number

et TR

A BN \
ey VR W4
B

A

Pani “JAle

Front Door
D m Unused Zone Desc

Pin 1 ra 1

Alarm Panic Alert

Arm Disarm []Unused Zone Desc

Pin2 Camera___

Retrieve the IP address by asking the Customer/IT department for the IP address, or visit http://whatismyip.org while
on-site for a possible correct ddess; however, verify with the IT department that the IP address discovered is valid to
use as a target from theMliew servers. The IT Site Administration must enable port forwarding from their
router/firewalls to the Speco DS 16 DVR port address.
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Default DVR Login

Plug a monitor into the VGA output on the D0, plug the mouse provided with the DVR into the front side USB port
of the DVR unit. The mouse must be plugged in before the DVR is turned on, or the DVR will not recognize it.

User Nameadmin

Password1234 —ﬁ

USB Mouse VGA Cable VGA Port

Although a keyboard can be used nbt sequired as the system will provide for mouse selection of alplmaeric
characters.
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Firmware Version

The version of the firmware on the DVR tested witiliew Now is shown below. The DVR should have this version set to
ensure propetinteroperation with View Now.

RS.232 Camera Record Alarm Neiwork HDD

TVR 11c
TVR1104c
0420130515BBRR090026338WCVU

Hard Disk

T+ Text Insertion

t Upgrade mware Versior V2 1.a, Build 130801
Configurations Encoding Vers V1.0, Build 130423
V3

Log Search

Net Detect
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Network and Time Setup

After logging into the device fdhe first time, the first setting that should be changed is the IP address. The DVR
requires a statior fixedinternal IP addresandone a more communication portaeedto be forwarded to ifrom the
firewall/router on site facing the Internet.

With the Mouse Right Click on theiddle of the display

Select MenuThe Default user name is admin

Click on the Password field

Usethe mouse to enter the passwordhe dedaultis 1234 To change this to match the settings on the Installation
sheet, see the seitin on User Settings.

After entering the password, will bring up the Main Menu
1 On the main menulick onthe green menu that looks like a small hierarchy of squa

This should bring up a memd network items. Setting up theetwork configuration ishe focus of this section.

= =4 =4 =

=

10M{100M Seif-adaptive
a
192 168 10 100T
.255 255 0
.168 .10 .1

TP 8ee7-48ff fe 1e:a44fi64

SNMP

UPnF MAC Address 8ce7:48:1e ad:4f
1500

8888

42232

22 More Setlings

1 The Enable DHCP box should be unchecked and the IPv4, Subnet and Default Gateway adduis$esset
to valuesprovided by to the IT team responsible forthe site addr essing configurat.

1 Typically thestaticlPaddresson the DVR are in the form of a private network address, e.g. 192.168 aygite
specific Intranetddresssince it is proxied by a router/firewall facing the Internet.

M ThelPV6values ae not used

The Preferred DNS server is typically 8.8v@tB analternateof 4.2.2.2

i1 Besuretoapplythessnd any ot her settings made by clicking ¢
screen.

=



Most DVRé$avea time referencen orderto periodically synchronizelock settings Setting up the proper timstarts by
selecting thé' T i ment item undeMonitor.

2 Monitor

{GMT-08:00) Pacific Time(l).5. & Canada)
MM-DD-YYYY

12-hour

< |ayout

* Holiday

1 Set the Time Zone for the location where the DVR will be located as shown
1 Typically, DS{Daylight Savingsy enabledso the time sent td-View will matchthe localtime FView requests
when it attempts to retrieve the pre and poslipvideo associated with the time of an event.

In addition, if the system is connected to a public hetworkait be configured to automatically synchronize its time
settings to a public network, such as the National Time Center. The DMRImesvides more detail ooptions for
how to do this. You can see the default settings here after selectinyjeheork sttingsicon and selecting NTas
shown below:

General
PPPOE

DDNS : 3
time nist.gov

123

FTP
SNMP

UPnP

> More Setilings
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Router Settings

Router configurations forVieware unique based on the specific router/firewall onsite/iew Now requirest least

two ports to be forwarded to the Devic¥ou can change the server and HTTP ports from the default settings in the
Network Settings windowT his can be doneither throughport forwarding or NATNetwork Address Translation)
depending on what the installation site’s router supj

With either of theseaouter features,any unusedlunfiltered external port can be forwarded tthe DV R’ s PBrer ver
(Also referred to as the Video Porfyor examp external prt 9000 could be forwarded to the DVR on port 8000
internally. Similarly, external port U0 &@ ooultd fma wfac
possible to noneed to changeé h e DV R’internal port settingst

Anotherapproachisto forward external ports to the BR using the same external and internaitpIn this case, the
ports must be set on the DVR through Network Setti@msmmon ports used for forwarding the HTTP port are 1024,
1025, 1026, 1027 or 808Gommon ports used for forwarding the camand port are 8010, 8011, 9000 @910. For
these situations it is the External IP Address and External Port numbers that must be entered IntaetidNow

“1 nst al Isethat the Newrsystanh is awaref the proper port with which to communicate to the DVR with.

As was mentioned in the workflow overview, the external IP address and client port used to forward messages to the
DVR must be input into theviewnow.com portal. Through this fashie¥iewwill know how to route requests across
the Internet as well as the port used to talk to the DVR.

The default server port for this NVR is 8000 while that of the default HTTP portlis 8@dition, this particular camera

unit makes use dRTSP (Real TirBéreaming Protocpbnd assuckthe r out er n e e d s wetHoowmpokte t
of 554 availabl®r an alternate port must be configuredn generabny ports used must benblocked in any firewall or
boundary security devicggvhich istypicallyjust the router). To configure the RTSP service gortthe DVR

1. Click the Network Settings icon in the menu toolbar and then click More Settings.

General
PPPOE
DDNG
NP
-zl
" ETR 0
aoar

B SNMP —
80

¥ IPor

goog
g |

2. Enter the RSTport value. The default valus 554.
3. Click Apply to savthe settings.



Since the router/firewall at the entrance to the site can originate from any number of manufactarersianual
doesn’ t specifyexacgyhow toconfigure each one to provide port forwarding for the above serviées.
suchi tbessto discuss the specific needs-dfiéw port forwarding discussed abofiest with the IT personnel
responsible for maintaining the routeat the site

SMTP Settings

This section provides more detail bow to set up SMTP on the DVR to allow Alarm notifications to be seiMiea
Now. SMTP is an Internet protocol that enables basic email messages to be sent using simple eagodiag base
64,to the FView system when an alarm event occurs.

' Fromthe Network Settings menL-
1 Click on théemail button and a menu similar to that below should appear:

& General

> PPPOE

199.89.255 51

3480

El
interlogixTest@ivnview.com
interlogixTest@ivnview.com

Receiver 1

£ More Setlings

interfogixTest@ivniview com

1 UncheckEnableServer Authenticatiom s i t i swhéntsendingag emailtathd I-View Nowsystem

1 The DVRieeds an SMT8ender Addres® enable it to sendn emailto the I-ViewNow systemwhen an alarm
is detected. This-mail addresshouldbeo n t h e i n sastad' ISeT’'Ps Ascheduettis used lasD ”
bot h t hard'td’ é-maib address

1 Enterivnview.comin the SMTP Server Fiedd that is the address of the/iew Now email server.

1 Forthis DVRinstallation SSL is tteesired method of communication and port 9116 is the preferred pmrt
communicate with the-View Now email server

T From the “lnstall ation WorSesdéreered .S e nEchare’'rs tAded rSeVsTsP

1 CheckEnableSSLt hen *“ Apply” and the email settings shou

T The “Test” button next to the “Appl y”ngbaretcamplate.c a n

1 NoteTest does not verify thatthB V R’ s S bbirdet, dnlipthat tke DVR was able to readlidwNow via

SMTP.The full test is when an alarm contact is closed and a message is safiet Wwith the corresponding
interaction with View to provide Live View and Video Clips.



User Settings

This section explains how to change the DVR's passwol

1 The administrator account includes extended menu with full access to all settings. The Administrator has the
authority to add, delete or aufigure parameters fomostof the system functions.

1 There can only be one administrator.

9 The user name is admin. The name cannot be modifidt default password is 1234 rom the main menu
click on “Menu” and the Login screen appears.

s B@T1 57

= Eortesr

9 After logging in, one can add users, modify permissions, etc. by first clicking on the image of a person at the toy
of the screen as shown below:

00.00.00.00.00.00
00 00 00 00 00 00
00:00:00:00:00:00

1 The MAC address, permissions, adding/deletisgrs can allbeeot r ol  ed from this scr
Password” after sel ect i ngtolmedhanged. e passwavdson thenlestalatmi n
formshoud be set to match t h aloView tepogransdiocally loglontd the DVR d e r
when requesting clips or initiating Live View.
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Recording Setup

The Interlogix truVision D\&Ripporis variougecording modesvhich can be enabled vtae user interface for the DVR.
Before you can set up the DVR to begin red@gd you must configure general recording settings for the analog cameras.
The DVRmanual covers the details oniiializing recording settings.

When using-M i e wimpoitant $0 remember that ificontinuous recording mode is enabled in addition to event based
recording (event based recording is required fdfiew alarm based recording) the effect may be to slow the retrieval of
clips as the-View system will need to wait for a current block afeo tofinish recordingoefore retrieving it.



Scheduled Recording Mode

Scheduled recording mode can be configured to record continuoUi$lgre are some downsides to using this mode in
conjunction with View:

1 The DVR’ s har dandoldervideo Willibé dveswriftea astewrvideo is generated.
91 Clip retrieval has tovait for the DVR to finish the current recording blacKinishbefore Fview Now can
retrieve it.

The manual for the DVR goes into more detaihow to define and set up varievecording scheduke Note, for FView

i nt e gr anmpartannhthatPtetesord and Postecord parameters are set to an interval that exceeds the minimum
pre and post alarm video time recording intervals that thddw system will attempt toatrieveand show as a clip for
the user



Alarm Actions and Input Setup

When setting up the rules for alarm detection, yalsospecify how the event will be reported. You can select more than
one notification type but to forward the eventteMi ew it 'ys tmeco®nsamgur emaih®usDVR t ¢
ensure that the DNS address associated with the DVR has been set up correctly beforehand as described above.

Alarm sensorsre the recommended techniquier recording pre and post video as they provideeatainty of event
detection. This is in contrast toation detection which can produasntinuous streams ahessages due to movement
from wind and/or other activitiesunrelated togenuinealarm conditions.The receipt of multiple alarm messages from
short durationcanresult in a backlogs each clip is scheduléatward in timefor downloadng. For more orsetting up
motion detection as an alarm event see the truVision DVR manual.

When configured to interface withVfiew Now, he truVisionDVRistypically configured to record an alarm frcan
external devicesuch as a dry contact.o configure the alarm settings refer to the following steps as outlined from the
DVR manual.

A& Alarm List

£ Alarm Qutput

A Nolificalion

@ Advanced Sethings

Click the Alarm settings ic in the menu toolbar and select the Alarm Input tab.

1.

2. Select the alarm input number of a camera and enter the name of the input, if required.

3. Select the alarm input type, NO or NC, e.g. Not Open or Not Closed.

4. Check the Setting box to el the function and atk Rule, as shown Figure 1]to set up the rules for the
cameras to be fggered, theischedules and method of alarm notification, whfoh |-View is to*Send Emnail”

5. Select the cameras to be triggered when an external alarm is detected.

6. Inthe Rulewvindow, click Trigger channel and select the cameras to be triggered for recording when an alarm is
detected. Only analog cameras can be selected. Click Apply to save the settings.

Trigger Channel  Arming Schedule PTZ Linking

B Full Screen Monitoring

B Audible Warning

M Notify Surveillance Center

Send E-mail

B Upload captured pictures to FTP

M Trigger Alarm Output




Event Recording

This section fagseson how to set ugecording when an alarm event occuiBefining a recording schedule lets you
specify when the DVR records video and under what circumstances. Each camera can be configured to have its own

recording schedule.

The schedules are visuallyegented on a map for easy referenaeder the icon See the Figurkelow for an
example of setting up a 24 hour schedulefMbased on Alarm inputs.

Analog 1

2
2 4 6 8

Encoding

= Manual Record

£ More Settings

The Encoding screen is used to setup the recording parameters foidbe streanof the cameras to disis well as the
amount of pre and post alarm event recording. Fuidw integratiorboth values should be set to 10 seconds.

5 Schedule Capture V-siream Encoding Encode Parameters Recommendation

Analog 1
Main Stream{TL-Hi)
> 3 P Video
2 More Setiings ol on 704*240(2CIF)

Manual Record

Variable

Medium
6fps
General
1792
10s

10s

0
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Configure | -View Now Entry Delays

Entry Delays are cdigurable through the-View Now Dealer Portal. Log in to configure.
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Test Settings

Once the DVR has been properly configured and the sacgsettings entered into theMiewnow.com portal, it is a
good idea to test each alarm input on the DVR by triggethe corresponding device on your alarm panel.

For example, if relay 1, connected to input 1 on the DVR is supposed to trigger when a panic button is pushed, ensure
not only that the DVR has received the signal, but that tiewnow.com portal has eeived the signal and correctly
identifies the type of alarm



Troubleshooting

This section is provided to help the technician troubleshoot common problems encounteitedoehfiguring the
Interlogix tuVision DVR to talk teMiew.

A recommended settinfpr the cameras is CIF with a frame rate of approximately 6 per second. This provides a good
balance of quality and bandwidth resolution.

Good uck testing with the truVisioand Fview. The two components together make for a powerful video verification
capability and should provide a significant improvement to the overall security strategy for your company, home or
institution.



Glossary

This section includggrminology used throughout thenanual. For further information on any term, type the name in
Go ogl e wiattthe entl o seke & Ccompletefinition.

1.

DDNS Dynamic DNS is a method, protocol, or network service that provides the capability for a networked
device, such as a router or computer system using the Internet Protocol Suite, to ndtifgaan name server to
change, in real time (adoc) the active DNS configuration of its configured hostnames, addresses or other
information stored in DNS

DHCR Dynamic Host Configuration Protocol (DHCP) is a network application protocol used by d@&iCes (
clients) to obtain configuration information for operation in an Internet Protocol network.

DVR- Digital Video Recorder. This is typically an analog camera based recording system that provides a comm
interface into 4 to 16 cameras. In contraath NVR (Network Video Recorder) provides an IP based interface to
cameras.

IP- Internet Protocol address. IP addresses are used to identify-Yhew server, the site containing the DVR

and the DVR itself. The site aRdiéw IP addresses are Internmeutable which means they can be anywhere

on the Internet. The DVR typically haspgivate address which is specific to the site. This is why the
router/firewall at the site that faces the Internet must contain a port forwarding entry to allow for ngesst

be passed to the DVR frorVlew as well as the DVR to communicate with thiéelw via an SMTP email

message or in response to a request for a clip or live view.

MAC AddressA media access control address (MAC address) is a unique identifiereassigietwork

interfaces for communications on the physical network segment. MAC addresses are used as a network addres
for most IEEE 802 network technologies, including EtherBssentially, the MAC address can be thought of as
one layer above the plsjcal medium, e.g. wire or cable, and one level below the IP address. The MAC address
is often assigned by the manufacturer.

Private Network In the Internet addressing architecture, a private network is a network that uses private IP
address space, folving the standards set by RFC 1918 for IPv4 and RFC 4193 for IPv6. These addresses are
commonly used for home, office, and enterprise local area networks (LANs), when globally routable addresses
are not mandatory, or are not available for the intendedwetk applications. Under Internet Protocol IPv4,

private IP address spaces were originally defined in an effort to delay IPv4 address exhaustion, but they are als
a feature of the next generation Internet Protocol, IPv6.

SMTR Simple Mail Transfer Prototis an Internet standard for electronic maitrf&il) transmission across

Internet Protocol (IP) networks.



