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This manual will provide assistance in setting-MelwVideo Verification functionality based on sensor events
configured in the.ilin NVR104/109/1161t is not a replacement for the excelléninmanuals for theNVR116
which can be downloaded fromeir hosted site at
http://www.meritlilin.com/webe/html/products/show.aspx?id=32&kid=54,66



http://www.meritlilin.com/webe/html/products/show.aspx?id=32&kid=54,66

Introduction

TheLilin NVR104/109/116 supports up to 16cldneras and can easily accommodate monitoring a building, wide area
or location, where multiple cameras and alarm inputs need to be integrated and reported upstream for central
monitoring by a monitoring station likeMiew. i+ A S g Q& + A R S s valGeN ehdbldg theic@sibmdr tR
quickly focus on important events and review the conditions surrounding them both before and after.

Once the DVR has been set up it is ready to be tested Wiilaw. The following illustration shows the path of two
mSaal3aS Ft26a O2YLINA&AAY3A | (Ge@LAOFE a+x+ARS2 +SNRATFTAOIGAZ

13-1y 2yaAiridsS fFNY WwWS@SyidQ Ol dzi\Gew Nowsyster. (The alr® avérit id S
usually the result of a simple contact closure wired into the back panel of\e D

4,5-Theresultingmessage pattlA Sg AYAGAl G§S& dzLl2y NBOSALIL 2F GKS
W2 adQ FEFNY @ARS2 Faaz20AFr 0SSR gAGK GKS FfElNY S@Sy
not less than 3 and normalgbout 10 on either side of the alarm condition that initiates the sequence.
¢tKS dzaSNJ Oty @ASg 2yS 2N Y2NB 02y aS vz Nod Porthl fid aafl pHoeS v
2NI F t/ 2NJ0FofSi RSOABSNaAAONBBIABRIPASEARKSSRAKYDNE LIG |
associated with the DVR that generated the SMTP alarm.
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Workflow

This workflow describes the tasks to prepare LienNVR104/109/116eriedo be ready to integrate with-View Now.

1. User Setup
Change the default administrator passwlokView Now will be using theassword®2 y G KS aLyadl € ¢
g 2 NJ & % Bintathe deviceWhen a network request is delivered to théin NVR104/109/116om the +
View systenthis login and password will be usedgmgrammaticallyauthenticate before initiatig Live View or
retrieving Clips for Video Verificatioiif. an alternate value isequired this information must be put into the i
viewnow.com system.

2. Network Setup
I-View recommends usirg gatic IPfor the DVRonsiteand enabling external aess via port forwardinépr
specific service from the router/firewall facing the Internet fbe site

a. LAN SetupSatic IP addresssare assigned by site IT staff

b. Port Setup:The router for the siteshould be configured téorward messages intended for thélin
NVR104/109/116using the ports outlined below.

3. Configure SMTP email:
The SMTkhformation is usd to initiate alerts and alarms t&éView Now. The SMTP serv8MTP ID provided
andPortl®2y (GKS aLyadltt SN 51 (lSétting & kbsa &Bi& is crificalffol enablthg dza ¢
the Lilin NVR104/109/11& communicateanalarm event toView.

4. Recording Setup:
The DVR will be set to record by schedule or by events. Evemtding will typically occuwhen an alarm event
is deteced; however, concurrent continuous recordiisgalso possible.

5. Alarm Input Setup:
Here thetechnician will set up alarm inputs on the back leé DVR to perform two actions:

a. Assert an alarm event and trigger recording

b. SendSMTP (email) alerts teMiew Now upon detection of an alarm event. This causes-tiew system
02 NBINASRS WiR&A GQLINB Q NYY GARS2 &adz2NNRBdzy RAYy 3 Ay
is a valuable feature as it benefits the user by providing a more complete context of the conditions
leading up to the alarm event as well as what followed immediately tiftze



| nstallation Worksheet

The View Now Portalnstallation Worksheeis createdafter entering the DVR make and model into the systam.

portion of anexample worksheet is printed belovithis sheet should be generated from the systesfore attenpting

to set up the site for integration withViewas it enables setup of the DVR onsite login and password as well as the
means to send SMTP messages back to-¥fiew Now serverThere is a place on the form for recording the Location IP
Address which is the external IP address used for the router at the site facing the Internet. In addition the ports on the
external router that will be forwarded to the DVR should be noted as filrm. This information needs to bput into

the iviewnow.comsystemsoit will know the external IP address and pamsed to communicate from the site through

the router at the site and onto the DVR.

DVR/NVR #1: Honeywell HRDP

SMTP Account ID: example@iviewnow.com DVR Usemame: admin
SMTP Server ID: iviewnow.com DVR Password: 1111
SMTP Server Port: 3480

Location IP Address: 24.234.157.232 (example)

Device Port Number: 445 (example) 25

Device Port Number: ]A\ f\\ \\) ) \

\ S
U

Pin 1 Bra 1 Zone Desc Front Door

m [ JUnused

JAlarm [JPanic [ Alert

Pin2 Camera__ JArm [ Disarm []Unused

Zone Desc

Retrieve thelP aldress by asking theuStomer/IT department for the IP address, or vigity://whatismyip.orgwhile
on-site for a possibleorrect addresshowever,verify with the IT department that the IP addrediscovereds valid to
useas a target from the-View servers The IT Site Administratianustenable port forwarding from thei
router/firewalls to theLilin NVR104/109/116ort address.

Lilin NVR11®ev 1.0 Copyright{View Now, LLC 2014 5
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Changing the Default DVR Login

To start using th&ilinNVR104/109/1186irst plug a monitor into the VGA output on the D¥RJ ensure power is
provided to both Note that theLilin NVR104/109/1180es support touch screen monitors. Please see the Lilin website
for specifications.

Also, plug the mouse providetith the DVR into the front side USB port of the DVR {hiedefault password is
GMMMME BKAAE R2SayQid 62N] aAYLX & GSNATFe S KISsg IORBNNBOGG @

presented in this manual can vary slightly dependingh@nexact model and firmware version.

User NameAdmin

Password: 1111 —ﬁ

USB Mouse VGA Cable VGA Port

After plugging in the power supply on the back of the unit and attaching a VGA monitor and a mouse on the right side ¢
shownbdow, LINS&da (KS LR2oSNI odzii2y @ ¢CLESSs shiayldilighQand/ar flash. TheybRsicl | N
unit and ts connections are shown below:

Lilin NVR116 Front Panel

o i 3 g o ® / .--:: =
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[ J |  R—

@ ® ® @ @ @ ) ®
1. Left 11. Jog dial
Move cursor left Play recorded image frame by frame in
Pan left playback
Decrease value Perform zoom in and out
2. Enter 12. Shuttle ring
Enter operation in menu setup Fast forward video in playback mode.
Instant PTZ camera selection at live mode 13. IR receiver
Camera active 14. Built-in Slim DVD/RW drive
3. Up (DVD model only)
Move cursor up 15. ESC button
Tilt up 16. Backup button
4. LED status panel 17. Menu button
5. REC button 18. USB 2.0 connector
Start or stop recording USB flash disk
6. Play button USB DVD/RW
Use this button to start playback 19. Right button
7. Pause button Move cursor right
8. Stop button Pan right
9. Shift Increase value
Mode switch for split-display or camera 20. Down button
selection Move cursor down
10. Split-display/camera buttons Tilt down

4, 8, 9, 13, 16 split-display
Camera selection mode

Lilin NVR11®ev 1.0 Copyright{View Now, LLC 2014 6



The status of each LED is described in the following table:
POWER ALARM HDD LAN USE DVD-RW REC

LED Description Colour

POWER NVR power on/off indicator Yellow

ALARM External alarm switches indicate motion or alarm |Red (flashing)
triggers

HDD HDD recording indicator Green (flashing)

LAN LAN access light Green

USB USB device access light Green

DVD-RW Backup LED indicator Yellow (flashing)

REC Recording indicator Yellow

Lilin NVR109/NVR104 Front Panel

0000
| S—
Vi ' e A & 3
-
=
®
1. POWER LED (Yellow) 4. Alarm LED (Red blinking)
NVR power on/foff indicator Indicates motion or alarm triggers
2. LAM LED (Green) 5. IR receiver
LAM access light
3. HDD LED (Green blinking) 6. USB 2.0 connector
HOD recording indicator USE flash disk / USE DVD/RW

Lilin NVR11®ev 1.0 Copyright{dView Now, LLC 2014




Once the systemmitializes, it will show a group of rectangles icons in the upper left corner of the scieefirst step in
starting to configurethe sy 0 SY A & (2 Ofinthe Upper Kft careSdf tN stre@ v

VGA2USB [V2U104178] -+ x

10/06/2014 17:21:43

At the time of writing this manual, theilinR S T I dzf (! RY Oyvé Alay K GKS ¢ ®{¢REwWE2Az&ES &
used to input characters or a keyboard can be attached to the other USB port for character input. First change the USE
and PASSWGR (12 (GKS &S{GAYy 3ave gegtival Kan-ViER ABStatédalniaveherfodziati®fon the

form will be expected to be set when thé&/lew system attempts to interface with thglin NVR104/109/116eries so

ensure you change the passwdnlthat on the form before proceeding.



Firmware Version

The version of the firmware on the DVR tabteith FView Now is 1.0.49aThe DVR should have this version set to
ensure proper interoperation withWView Now.

VGA2USB [V2U104178]

File View Tools Help

On theLilin NVR104/109/116enu clickhe SETUR 0N whichtake you to the next screen. Click on
MANAGEMENT and then SYSTEM IMFEcreen similar to the one below will be presented showing the Firmware
version 1.10NNote, the SOFTWARE VERSION of the firmware must matcbrifiguration ashis is the specifitilin
firmware that has been integration tested with/iew. Other vesions have not been certifiedf you need to download
and update the firmwarglease refer to the.ilinmanual and their site to obtain this spécifirmware software package
and install it into the machine. Depending on how new the firmware release is you may need to contact the
manufacturer directly.
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Network Setup

After logging into the device for the first time and setting the proper login and password, the first setting that should be
changed is the IP addredthe DVR requires a staiiternal IP address at the site behind the router/firewalls. In
addition,one or more communication ports will have to be forwarded to it from the firewall/router on site.

Be sure to write on the installation note on the exterdBladdressepresenting the Internet facing location where the

Lilin NVR104/109/11i6 indalled (Location IP Address}his value is typically the IP address of the router facing the
LYGSNYySG F2N) GKS aA0S® LYy FRRAGAZ2YZ GKS 5S@AOS-Viewe NI |
requests to theLilin NVR104/109/116achine. The IT staffesponsible for the sit@eeds to assist you in ensuring these
prerequisites are in effect in their network facilities.

After changing the login and password the next setting changed should be the IP address. The DVR requires a static
internal IP address. ltsommunication ports will be forwarded from the firewall/router on sitethis static IP along

with specific ports for video or control communicatiofhe IP address is set on the NETWORK p&hesinenu is on

the left hand side of ta screen.

This is what the screen should look likieking the network tab Each field has an explanation intending to describe

how to configure the various settings to prepare the system for integration witiew Now:

5B [V20104178)

{Si GKS aLt ah59¢ (2 a{¢!¢L e

(S0 G(KS aitddgovaotne | RRNBaa [N .y
value provided byour site administrator | NITOR IP MODE swic KN
OYGSNI GKS a{!.b9¢ a!{Yé ¢KA GRS

GHPPPHPPDPHPPDPNE mbery OS G KS TR e PHISLT
is the only one changindut this can vary NETWORK SUBNET MASK 255.255.255.0
tal GKS {AdSQadDNSsenietr TF T2 Ny GATEWAY 192.168.1.1
or use the Google public DNS (PRIMARY)

server at 83.8.8 and (SECONDARY) at 8.8.4.4 iz AL —
The HTTPORNUMBER is the WEB parti & LJA O f £ & SECONDARY DNS 8844
Set the VIDEO PORT to 3100 HTTP PORT NUMBER 80

VIDEG PORT

IF THE NETWORK IS UBENARBED

If the custome® network router is UPnénabledc analternative to Port Forwarding is availables you can continue to
scroll down in theNETWORiGection you wilsee an Option called UPnBy default it is turned off. To Enable it, click
the arrow till the Option is set tGONE.



CAMERA
MONITOR
RECORD

MAC

00:0F:FC:10:91:6E

— PPPOE IP 0.00.0
S T 00
SYSTEM PPPOE
P1Z UPnP » o Kid
PORT FORWARDING
NETWORK PLACES =
NETWORK ADVANCE

Once UPnk set todONE, presséEnteie on Port Forwarding. Ona&ntek is press the Lilin will attempt to dect the
network and port settingsso Port Forwarding will ndtave to be done. RopUp will appear while it imterrogating

the network and sagCheckin€. If it returns a successful message you can clicéEnable UPNE in the pop up box

If it returns a messagdNOT FOUN#Iraditional Port Forwarding will have to be used. You will then also have to revert
the UPnPsetting to6dOFE

CAMERA
MONITOR

RECORD
ALARM W ENABLE UPNP

NETWORK INTERNET GATEWAY DEVICE: CHECKING...
SYSTEM
PTZ




SMTP Settings

The SMTP Settings enable thén NVR104/109/116 notify View when an alarm event occurs. These are configured
fromtheda ! [ ! wa Ehis foimasdong and there is an up/down arrow at the top of the screen to assist in navigating
the form.

VGA2USE [V2U104178]

CAMERA
MONITOR
RECORD

ENABLE

AARM ; MAIL SERVER jvnview.eu
NETWORK | MAIL FROM . example@ivnview
SYSTEM MAIL TO example@ivnviewc
474 SMTP PORT 3480
LOGIN AUTH OFF ﬁ'_
USERNAME _—

%00 @

| PASSWORD

VGA2USE [V2U104178

CAMERA

MONITOR
| LOGIN AUTH OFF
RECORD

— USERNAME user
e | PASSWORD YYTY Show
SYSTEM | ATTACH JPEG OFF
PIZ sst OFF
| MOTION DETECTION

| SENSOR INPUT

| HDD ERROR

[a]
[ v

<X B
v v




The mail server must match th&/lew Now email SMTP server and the mail port as specifiectimstallation form.

Thed [ h DL b is!OFRnd the MAIL FROBNhd MAIL TO values will come frohe installation form. When an alarm

is tripped, theLilinNVR104/109/11%ill use these parameters to send an SMTP message teMlea system with the
ARSY(GAFE@AYA I 002dzyi YR aASNIBSNI @It dzSa aLISOmMakdsBrRthe y (i |
SENSOR INPUT is checked. Motion can b&ethéat it will send an email alert each time Motion is deteciHae time

of the event on the email message will be used to initiate a request back talthéNVR104/109/116r live view and to

begin the downloading a clip of pre and post alarm evet¢w@ibefore and after the event of interest. These will be
available for viewing on a standard web browser iPad or a smart phone. This is the heart of the functiongiigyof |

Video Verification and these paramesanust be configured correctly for proper capture of the important pre and post
even video.

Click on the X in the upper right to go back to the menu.



Setting up an Camera and an Alarm Event

CNRY
uniquely identify each camera by name.

CAMERA
MONITOR
RECORD
ALARM
NETWORK
SYSTEM
P1Z

CNRY (KS
Gwo{ h[ ! ¢l5Hb ¢
O2y it Aya LINB
below:

CAMERA
MONITOR
RECORD *
ALARM
NETWORK
SYSTEM
PTZ

iKS YBydz9 @K2®aSL

aNg/ G6WSEYERY YSydz 82dz Ol y

LJ2 a

KA &

CAMERA SELECT
CAMERA NAME
CAMERA SOURCE

|P CAMERA ADDRESS
IP CAMERA HTTP PORT
VIDEO RTSP PORT

IP CAMERA SETUP

WS DISCOVERY

<>

CAMO1

asi
{{ 2D DO P a -Zi@WNNlow. to function properly if must be able to pull a clips that
I YR

FfFNY @GARS2® Ly

CAMERA SELECT 1 kg
RESOLUTION ouasteavso o K
RECORD ADVANCE e |
AUDIO ot kI
RECORD MODE scienute KNI
POSTALARM REC issec KiG
PREALARM REC o KIQ
WEIGHTED RECORD o G

W& a/tde wid BeyuFed \wttzNSsystemn. (B sutetto O |

GKS OFSeSier aof

(KA& Sacleyadmlas S i



For eaclcamera, you will select the desired resolution and recording opti@igk on theENTERbutton associated
with RECORD ADVANCEisi§ where the hirate and FPS rate are set for eacteam.I-View Now will use the SD
stream and local recordingill utilize the HD stream Topreserve bandwdth set the PRIMARY SD stream to 512skbp
and 7 FPS. The SecondBID stream can be configured at 3072 Kbps and 15 FPS or higher.

CAMERA PAGE: 1/2 KB TOTAL BT RATE: 105/ 48 Mops
MONITOR STREAM | BITRATE |  FPS | SELECT | APPLYALL |
—_— CAMERAOL | PRIMARY SD  |512Kbps " i=i7 Io|x [Eren |
RECORD SECONDARY HD |3072KKBpsiiiiiiS ol
A CAMERAQ2 | PRIMARY SD  |SIZIKbRSINIEIT I« [evren |
LARM SECONDARY HD 3072 KbpSmisiis lx
NETWORK CAMERA03 | PRMARY SD  |EOZREDSMNNENTS IR x [
SECONDARY HD |SO7ZKDPSEINISIS) x
SYSTEM CAMERAQ4 PRIMARY SD @7 s =
PTZ SECONDARY HD |3072Kbps=i=\15 lx _
ICAMERAOS | PRIMARY SD  \EDZAKDPSIIS ix =
SECONDARY HD EOIZKODSIIEiS P
CAMERAQG | PRIMARY SD  [EOZATKDPSIISiLS B ﬁ
SECONDARY HD |BO7ZKOoSIiS B x
CAMERAOZ | PRIMARY SD  |IDZEKDDSEIsiIS fx @
SECONDARY HD [BO/ZKOESIS B>
ICAMERA08 | PRiMARY SD  EOZZESNINSIES B = |
SECONDARY HD |BO/ZKGDEIS B

[STANLEY
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